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What is a phishing email?

A phish is an email thafxapneéxs to be
reputable companies 6r1§o‘rheone known to you in
order to get you to
such as passwords &
personal informa on gatheredj( o

for fraudulent or |Ileg‘|
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A Successful Security Awareness Program WORKS
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People are a
critical layer
within the
fabric of our
Security
Programs
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We are the 8" Layer in Security
i.e. Building the HUMAN FIREWALL

8. Security Awareness Layer
7. Application Layer

6. Presentation Layer

5. Session Layer

4. Transportation Layer

3. Network Layer

2. Datalink Layer

1. Physical Layer
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Phishing Rates are Still on the Rise

Percentage of total inbound emails that are phishing emails

0.55%
y Y
0.39%
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2018
PHISHING CONTINUES TO BE A PREFERRED ATTACK VECTOR IM 2018 = FIGURE 8.

LB ik i 238
Microsoft analyzes and scans in Office 365 more than 470 billion email messages every month for phishing and malware, B
which provides anahysts with considerable insight into attacker trends and technigues. The share of inbound emails that
ware phishing mngesbtl:men January and December 2018, Phishing remains one of the top
attack vectors used to deliver malicious zero-day payloads to users, and Microsoft has continued to harden against these
attacks with additional anti-phishing protection, detection, investigation, and response capabilities to help secure users.

Source: Microsoft Security Intelligence Repord, Volume 24 January - December 2018
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Recent studies show that over £4 0
54.91%%

Mins to User
Clicked Phish

® <= 60 mins
60 to 120 mins
120 to 180 mins
of users click on a phishing link / | | \ ® 18010 240 mins
i“ undar 60 minutﬂ! =0 \ @ Upto 17 hours

20.2909
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TOP-CLICKED

QP HISHIN

TESTS

TOP SOCIAL MEDIA EMAIL SUBJECTS
8%

New Voice Message

8%

Free Pizza
“Add Me*

“loin Network" Linkedin

53%
Tagged Photo m
12% :

"Reset Password”

COMMON "IN THE WILD" ATTACKS

« Microsoft Drive: Invoice&payment21.pdf

«ID Suspension

«Your domains have been blocked

« Microsoft Office 365 Upgrade Test

« Facebook: Secure your Account

- PayPal: Your account was recently logged into from a new browser or device

«HR: End of year payroll Adjustment

- Alibaba.com: Lisa Witt has sent you an inquiry

«Microsoft Outlook: Inbound Activity Error: Failure receiving mail [Case ID: 30900801]
«Your iCloud account was used to login from a new device and location

“New Message

19%
Login Alert
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The Cost of Clicking

* The loss of data, including intellectual property can cripple an
organization

* Reputation damage can be significant

* Price per record - $158 ($355 for healthcare) per stolen record
(IBM 2016 Cost of Data Breach Study)

* Typical price per breach - $861,000 for large businesses and $86,500 for

SM B (Kaspersky - September 2016)

* Man-hours spent - 22-38 hours of labor to resolve
(SentinelOne)
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* 91% of successful data breaches started
with a spear phishing attack

CEO Fraud (aka Business Email
Compromise) to exceed $12.5 billion in
damages in 2019

* W-2 Scams social engineer
Accounting/HR to send tax forms to the
bad guys

* Ransomware damage costs predicted to
reach $20 billion by 2021
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THE START THE PHISH THE RESPONSE THE DAMAGE THE RESULT

HOW C F O FR A U D IMPACTS YOU
—p —5 —p —3

Target recelves email and The fallout after a successful
access to what they were after

acts without reflection or
questioning the source

Spoofed emails are sent to
high-risk employees in the
organization

Attackers see if they can
spoof your domalin and
Impersonate the CED (or

attack can be highly
damaging for both the
company and lts employees

other important people)

Bad guys aften trall
companies for
maonths to gather
the data necessary
In pulling off a
successful attack
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Causing fraudulent wire
gransTers and massive data
breaches
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Resulting damage:

»" Maney Is gone forever In
most cases and only
recoverad 4% of the time

" CEO is fired
" CFO is fired
" Lawsults are filed

" Intangibles - tarnished
reputation, loss of trust, etc.

So... Think Before You Click!

SECURITY AWARENESS TRAINING | wew KNOWBE4.com



Comprehensive

Programs Work

KnewBe4

Most security awareness programs are still
and done for compliance reasons.

What is missing is the .

being faced and the degree of
commitment an organization has to have to stave
off attacks.




How Do You Manage the Ongoing Problem of Social Engineering?

v~ Baseline Testing

+ -1 We provide baseline testing to assess the Phish-prone™
percentage of your users through a free simulated phishing
attack.

® ®® Train Your Users

"’ On-demand, interactive, engaging training with common traps,
live hacking demos and new scenario-based Danger Zone
exercises and educate with ongoing security hints and tips
emails.

Phish Your Users

Fully automated simulated phishing attacks, hundreds of
templates with unlimited usage, and community phishing
templates.

I\ See the Results

Ill Enterprise-strength reporting, showing stats and graphs for both
training and phishing, ready for management. Show the great
ROI!
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Conta t: Tiffan 7
- 727-877-8226 -‘mﬁ*m
t|ffahyy Knowbe4.co .w
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