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Introduction

The ALTA Information Security Work Group is pleased to share a glossary of cybersecurity
terms which may be helpful to business and technical professionals alike. If you know of a
term which should be included, please let us know by emailing alerts@alta.org.

APls and Software Integration

API (Application Programming Interface). A set of rules that allows different software
applications to communicate and share data.

Artificial Intelligence and Automation

Al (Artificial Intelligence). The ability of computers and machines to think, learn, and
make decisions like humans.

Deepfake. Synthetic media created using Al, often used maliciously to impersonate
individuals.

Machine Learning. A subset of Al where systems learn from data and improve over time
without explicit programming. Examples are predictive models and spam filtering.

Application Security

DAST (Dynamic Application Security Testing). A method of finding security flaws by
testing a running application. It simulates real-world attacks to detect vulnerabilities.

Input Validation. Checking that the data entered into a form is safe, clean, and makes
sense before it’s accepted.

SAST (Static Application Security Testing). A method of finding security flaws in source
code without running the program. It scans the code to detect vulnerabilities early in
development.

Vulnerability. A flaw in a system that could be used by a hacker to cause damage or gain
access.
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Business Resilience

BC (Business Continuity). The strategic and tactical capability of the organization to plan
for and respond to incidents and business disruptions.

BCM (Business Continuity Management). A holistic management process that identifies
potential threats and provides a framework for resilience.

BCP (Business Continuity Plan). The documented procedures that guide organizations to
respond, recover, resume and restore to a predefined level of operation.

BIA (Business Impact Analysis). The process of analyzing activities and the effect a
business disruption might have upon them.

CBF (Critical Business Functions). The critical operational and/or business support
functions that could not be interrupted for more than a set timeframe.

DR (Disaster Recovery). The process, policies, and procedures related to recovery of
technology infrastructure after a disaster.

DRP (Disaster Recovery Plan). The management-approved document that defines the
resources, actions, tasks, and data required to manage the recovery effort.

MCA (Mission-Critical Activity). A critical business activity essential to the organization's
ability to perform its functions.

MTO (Maximum Tolerable Outage). The maximum amount of time a business can tolerate
a disruption to a critical system.

MTPD (Maximum Tolerable Period of Disruption). The time it would take for impacts to
become unacceptable due to disruption of a product or service.

RPO (Recovery Point Objective). The point in time to which data is restored after an
outage.
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RTO (Recovery Time Objective). The period within which systems or services must be
recovered after an incident.

Cloud Computing

BYOD (Bring Your Own Device). A policy that allows employees to use their personal
devices, such as laptops, smartphones, or tablets, for work purposes.

laaS (Infrastructure as a Service). A cloud computing model that provides virtualized
computing resources like servers, storage, and networking over the internet.

Paa$S (Platform as a Service). A cloud computing model that provides a ready-to-use
platform for developing, running, and managing applications.

SaaS (Software as a Service). A cloud computing model where software applications are
hosted and managed by a provider and accessed over the internet.

Core Cybersecurity Principles

Availability. Making sure data and systems are accessible when needed.

CIA (Confidentiality, Integrity, and Availability). The CIA Triad in cybersecurity stands for
Confidentiality, Integrity, and Availability, the three core principles of information security.

Confidentiality. Keeping data private so only authorized people can accessiit.
Integrity. Ensuring data is accurate and not changed by unauthorized people.
Logging. Recording system events like login attempts, file access, and software errors,

which are critical for detecting suspicious activity, investigating incidents, and proving
compliance (e.g., during a wire fraud investigation).

Cryptography and Data Protection

AES (Advanced Encryption Standard). A strong encryption algorithm used to protect data
by converting it into unreadable code, ensuring security and confidentiality.
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DLP (Data Loss Prevention). Technology that stops sensitive information like wiring
instructions from being accidentally or improperly shared outside the organization.

Digital Certificate. An electronic document that contains the name of an organization or
individual, the business address, the digital signature of the certificate authority issuing the
certificate, the certificate holder’s public key, a serial number, and the expiration date.
Used to bind individuals and entities to their public keys. Issued by a trusted third party
referred to as a Certificate Authority (CA).

Digital Signatures. Provide authentication of a sender and integrity of a sender’s message
and non-repudiation services.

Encryption. The process of converting information or data into a code to prevent
unauthorized access. It ensures data confidentiality during storage and transmission.

Firewall. A security system, either hardware or software, that monitors and controls
incoming and outgoing network traffic based on predetermined security rules. While
typically categorized under network security, it also supports data protection by blocking
unauthorized access to sensitive systems and data.

KMS (Key Management System). A security framework used to generate, store, distribute,
and manage cryptographic keys. It ensures the secure encryption and decryption of data,

protecting sensitive information from unauthorized access.

SSL (Secure Sockets Layer). A security technology that encrypts data sent between a
user's browser and a website to keep it private and secure.

TLS (Transport Layer Security). A security protocol that encrypts and protects data sent
over the internet to keep it private and secure. Technically the successor to SSL.

Cybersecurity Hygiene

Configuration Management. A discipline in IT and cybersecurity that ensures systems and
software are set up correctly and securely. It involves maintaining system settings,
managing changes, and minimizing misconfiguration risks.
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Crackability; Hackability. Terms used to describe how susceptible a system, password, or
applicationis to being broken into or compromised. Reducing crackability and hackability
involves strong encryption, secure coding, and good password practices.

Password Hygiene. Refers to best practices for creating, storing, and managing passwords
to reduce the risk of unauthorized access. This includes using strong, unique passwords
and updating them regularly.

Patching. The process of updating software to fix security vulnerabilities, address

application bugs, or improve performance. Regular patching is essential to close security
gaps that could be exploited by attackers.

Email Security

CAPTCHA. A security measure that prevents bots from accessing websites by requiring
users to complete tasks that only humans can do.

DMARC (Domain-based Message Authentication, Reporting, and Conformance). An
email security protocol that prevents faking (a.k.a., spoofing) by verifying that emails come

from legitimate sources.

SPF (Sender Policy Framework). An email security protocol that prevents faking (a.k.a.,
spoofing) by verifying which mail servers are allowed to send emails for a domain.

Identity and Access Management (IAM)

Authentication. The process of verifying a user's identity before granting access to a
system or resource.

Authorization. Granting users permission to access only the information or tools needed
for their specific role.

IAM (ldentity and Access Management). A framework of policies and technologies that

ensures the right people have the right access to the right resources at the right time while
keeping unauthorized users out.
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LPA (Least Privilege Access). A security principle where users, applications, and systems
are granted only the minimum level of access needed to perform their tasks.

MFA (Multi-Factor Authentication) — Option 1. A security method that requires more than
one way to prove your identity when logging in. Instead of just a password, MFA adds an
extra step, like a code from your phone, fingerprint, or face scan.

MFA (Multi-Factor Authentication) — Option 2. A security method that requires users to
verify their identity using two or more factors before accessing an account or system. These
factors can be: 1. Something You Know - Password or PIN; 2. Something You Have — Phone,
security token, or smart card; or 3. Something You Are — Fingerprint, face scan, or voice
recognition.

NAC (Network Access Control). A security solution that restricts unauthorized devices
from connecting to a network, ensuring only trusted users and devices gain access.

PAM (Privileged Access Management). A cybersecurity strategy and set of technologies
used to control, monitor, and secure access to critical systems and sensitive data by users
with elevated permissions—commonly called privileged users.

RBAC (Role-Based-Access-Control). A method of managing user permissions based on
roles within an organization rather than assigning access individually.

SSO (Single Sign-0n). A login system that lets users access multiple applications with just
one set of credentials (username and password).

ZTNA (Zero Trust Network Access). A security framework that grants access to
applications and services based on strict identity verification, rather than trusting users or
devices by default.

Malicious Software & Vulnerabilities

Adware. Software that automatically displays or downloads advertising material, often
without the user's knowledge or consent. Some adware may also collect user data.

Botnet. A network of infected devices (bots) controlled by attackers to perform tasks like
DDoS attacks or spamming.
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Brute Force Attack. A method of cracking passwords by trying every possible combination
until the correct one is found.

CVE (Common Vulnerabilities and Exposures). A unique identifier for a known
cybersecurity vulnerability. It helps organizations track and address security weaknesses in
software and hardware.

Dark Web. A part of the internet that is not indexed by search engines and is often
associated with illicit activities.

DDoS attack (Distributed Denial of Service). An advanced form of Denial of Service (DoS)
where multiple compromised devices (botnets) flood a target system with traffic, causing it
to slow down or crash.

DoS (Denial of Service). A type of cyberattack that disrupts a system, service, or network
by overwhelming it with excessive requests or data, making it slow or completely
unavailable to legitimate users.

Keylogging. A type of malware that secretly records every keystroke made by a user to
capture sensitive information such as usernames, passwords, and credit card numbers.

Malware. Short for "malicious software," malware is any software intentionally designed to
cause damage to a computer, server, client, or network. It includes viruses, worms, trojans,
ransomware, and spyware.

Ransomware. A type of malware that encrypts a victim's files or system and demands
payment (ransom) to restore access. Commonly delivered through phishing emails or
exploit kits.

Spoofing (Fake or Impersonated Website Addresses). A fake website address that looks
very similar to a real one intended to trick users into thinking it’s legit. This is also called

Spoofing.

Spyware. Malware that secretly observes the user’s activities without permission and
reports it to the attacker. It can capture browsing habits, keystrokes, and sensitive data.
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Trojan Horse. Malware that is designed as legitimate software to gain unauthorized access
or damage a system.

Zero-Day Exploit. A vulnerability in software that is exploited by attackers before the
developer canissue a fix.

Network and Infrastructure Security

DMZ (Demilitarized Zone). A network area that separates internal systems from the
internet, adding an extra security layer to protect sensitive data.

DNS (Domain Name System). The “phonebook” of the internet that translates human-
readable domain names (like google.com) into IP addresses (like 142.250.190.78) so
computers can communicate with each other.

LAN (Local Area Network). A network that connects devices within a limited area, like an
office or home, allowing them to share data and resources.

RDP (Remote Desktop Protocol). A tool that allows you to log into your work computer
from another device, like when working remotely.

SSH (Secure Shell). A cryptographic network protocol used to securely log into remote
systems and transfer data over an encrypted connection.

VPN (Virtual Private Network). A security tool that encrypts your internet connection and
hides your IP address, making your online activity private and secure.

VLAN (Virtual Local Area Network). A network that segments devices into separate
groups, improving security and performance by isolating traffic without needing separate

physical networks.

WAF (Web Application Firewall). A security tool that protects websites and web
applications by filtering and blocking malicious traffic.

Zero Trust. A security model that assumes no user or device should be trusted by default,
even inside the network.
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Organizational and Governance Concepts

BU (Business Unit). A business unit, department or division within an organization.

CAB (Change Advisory Board). A group that advises on the prioritization and scheduling of
change requests. ECAB is a sub-group that handles emergency changes.

Governance. The process of how an organization is managed; usually includes all aspects
of how decisions are made for that organization, such as policies, roles, and procedures
the organization uses to make those decisions.

Risk Acceptance. Determining that the potential benefits of a business function outweigh
the possible risk impact/likelihood and performing that business function with no other
action.

Risk Avoidance. Determining that the impact and/or likelihood of a specific risk is too great
to be offset by the potential benefits and not performing a certain business function

because of that determination.

Risk Mitigation. Putting security controls in place to attenuate the possible impact and/or
likelihood of a specific risk.

Risk Transference. Paying an external party to accept the financial impact of a given risk.

SOC (Security Operations Center). A team or service that monitors your systems around
the clock for suspicious or harmful activity.

Social Engineering and *ishing* Attacks

BEC (Business Email Compromise). A sophisticated phishing scam where attackers fake
(a.k.a., “spoof”) or compromise a business email account to defraud an organization,
typically involving wire transfer requests or sensitive data.
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Phishing. A type of cyberattack where attackers disguise themselves as trustworthy
entities via email or messages to trick individuals into revealing sensitive data such as
passwords or financial info.

Quishing (QR Code Phishing). A type of phishing attack that uses QR codes to trick people
into visiting fake websites or downloading malicious software.

Smishing (SMS Phishing). A phishing attack delivered via text message (SMS), often
including malicious links or prompts for sensitive information.

Social Engineering. A manipulation technique that exploits human error to gain private
information, access, or valuables. Attacks often involve psychological tricks to make
victims break normal security procedures.

Spear Phishing. A more targeted form of phishing attack aimed at a specific individual or
organization, using personalized information to appear more convincing. Frequent targets
include CEOs or CFOs, often using urgent or high-stakes language to prompt action.

Vishing (Voice Phishing). A phishing attack that uses phone calls or voice messages to
deceive victims into providing confidential data, often impersonating banks, tech support,
or law enforcement.

System-Level Validation & Testing

PEN Testing (Penetration Testing). A simulated cyberattack against your system to identify
and exploit vulnerabilities. Conducted by ethical hackers, it helps assess the strength of
security defenses.

SOC-1. Atype of audit report focused on internal controls over financial reporting (ICFR). It
is primarily intended for organizations that provide services which could impact their
clients' financial statements.

SOC-2. Areport that evaluates the controls at a service organization relevant to security,

availability, processing integrity, confidentiality, and privacy. It is important for technology
and cloud service providers.
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System Audits. A formal examination of an organization's IT systems, operations, and
controls to ensure compliance with policies, procedures, and regulations. It identifies gaps
and recommends improvements.

Threat Detection and Prevention

AV (Antivirus). A security software that detects, prevents, and removes malware like
viruses, worms, and ransomware.

EDR (Endpoint Detection and Response). A tool that watches your computers and
devices for signs of cyber threats. If it sees something suspicious, it alerts you and helps
you respond - like stopping a bad program or isolating a device. But your team has to
manage it and take action.

IDS/IPS (Intrusion Detection/Prevention Systems). Security tools that monitor network
or system activities for malicious actions or policy violations. Though part of broader
network security, they help protect sensitive data by identifying and stopping threats early.
IDS provides alerts of suspicious activity, while IPS actively blocks it.

IDS (Intrusion Detection System). Monitors network traffic and alerts you if it detects
suspicious activity or potential cyberattacks. It works like a security alarm for your network,
warning you about threats but not blocking them.

IPS (Intrusion Prevention System). Detects threats like an IDS but also actively blocks
them before they cause harm.

MDR (Managed Detection and Response). A service where a team of security experts
watches your systems for threats 24/7. They use tools like EDR but also investigate
problems and help stop attacks for you. It's like hiring a security team to handle threats for
you.

SIEM (Security Information and Event Management). A security tool that collects,

analyzes, and monitors data from different sources in an IT system to detect and respond
to threats.
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